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TOGO
THE HUMAN RIGHTS IMPACT OF DIGITAL SURVEILLANCE DURING COVID-19
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Introduction
As the coronavirus pandemic takes its terrible toll 
on both human life and livelihoods, governments, 
public health authorities, companies and individ-
uals have responded with extraordinary measures. 
To protect the health of people, governments and 
institutions put in place restrictions on movement 
and mechanisms for tracking and reporting on infec-
tions. In Togo, the pandemic has led policy makers 
to expand public health surveillance by taking ad-
vantage of new technologies to control the spread 
of the virus. 

This report discusses the rights challenges that 
have emerged in the implementation of the TOGO 
SAFE contact tracing app1 and a travellers’ health 
registry,2 and the use of artificial intelligence (AI) to 
determine the vulnerable households likely to re-
ceive state assistance.3 

Background 
Togo is a Sub-Saharan West African country sand-
wiched between Ghana to the west, Burkina Faso to 
the north, Benin to the east and the Atlantic Ocean 
to the south. It had an estimated population of 8.5 
million inhabitants as of 2021,4 with a demographic 
growth rate of about 2.5%. Over 50% of the popu-
lation lives below the poverty line (under USD 1.25 
per day).5 Poverty is strongly linked to under-nutri-
tion – food insecurity at household level is prevalent 
across the country and is particularly high in the 
northern regions. 

1 https://www.youtube.com/
watch?v=1RsGOr6R1Po&ab_channel=MPENITTogo 

2 https://voyage.gouv.tg 
3 Moustapha, M. (2020, 25 June). Togo : Novissi, un programme de 

revenu universel de solidarité et un modèle pour l’Afrique. The 
Conversation. https://theconversation.com/togo-novissi-un-
programme-de-revenu-universel-de-solidarite-et-un-modele-pour-
lafrique-140834 

4 https://www.worldbank.org/en/country/togo/overview#1 
5 World Food Programme. (2018). Togo Transitional ICSP (January 

2018-June 2019). https://www.wfp.org/operations/tg01-togo-
transitional-icsp-january-2018-june-2019#:~:text=Togo%20is%20
classified%20as%20a,1%2C%2025%20per%20day 

Togo’s constitution, adopted in 1992 and last re-
vised in 2019, calls for a bicameral legislature, but 
the Senate has not been established yet. Members 
of the 91-seat National Assembly, which exercises all 
legislative powers, were elected for a five-year term 
in December 2018, with the Union pour la Répub-
lique (UNIR) party retaining in clear majority.6

UNIR leader Faure Essozimna Gnassingbé, the 
incumbent 54-year-old president who was re-elected 
in presidential elections two years later, has been in 
office since 2005 after the death of his father Eyade-
ma Gnassingbe, who led the country for 38 years 
after seizing power in a coup in 1967.

The Togolese constitution lays the foundation 
for data protection and explicitly guarantees the 
protection of personal information, anonymity, and 
confidentiality of communications. According to ar-
ticle 29 of the constitution, “the State guarantees 
the secrecy of correspondence and telecommuni-
cations. Every citizen has the right to the secrecy of 
his correspondence and of his communications and 
telecommunications.”7

This article was supported by the Data Pro-
tection Act of 29 October 2019,8 which provides a 
comprehensive framework for the protection of the 
individual’s privacy and of personal data. This was 
preceded by a right to information law9 passed 
by the National Assembly in 2016, which safe-
guards freedom of access to public information and 
documentation.

Although these laws are a major step forward, 
the absence of the Data Protection Commission,10 
which is the national independent authority re-
sponsible for upholding the fundamental right of 

6 AFP. (2018, 24 December). Togo president’s party wins majority in 
parliament: provisional results. France 24. https://www.france24.
com/en/20181224-togo-presidents-party-wins-majority-parliament-
provisional-results 

7 https://www.ilo.org/dyn/natlex/docs/ELECTRONIC/38025/ 
110367/F-1481961433/TGO-38025%20(VERSION%20CONSOLIDEE).
pdf 

8 https://www.dataguidance.com/notes/togo-data-protection- 
overview 

9 Africa Freedom of Information Centre. (2016, 31 March). Togo votes  
for freedom of access to information law. https://africafoicentre. 
org/blog/2016/03/31/togo-votes-for-freedom-of-access- 
to-information-law

10 Daigle, B. (2021). Data Protection Laws in Africa: A Pan-African 
Survey and Noted Trends. Journal of International Commerce and 
Economics, February. https://www.usitc.gov/publications/332/
journals/jice_africa_data_protection_laws.pdf 
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individuals to have their personal data protected, 
leads to violations. 

Unlawful data-driven measures to mitigate 
the impact of COVID-19 
In times of crisis, such as the current COVID-19 pan-
demic and its economic and social repercussions, 
public governance matters more than ever. On 1 
August 2020, in its statement on the reopening of 
the Gnassingbe Eyadema International Airport, the 
Togolese government urged citizens to download the 
TOGO SAFE app11 to supplement the state’s efforts 
in battling the pandemic. Its download was once 
pitched as a voluntary step taken by citizens, but a 
directive now makes this compulsory for travellers 
and those who wish to do a PCR test. The “success” 
of contact tracing apps in developed countries such 
as France has been cited as a reason for the intro-
duction of this app in Togo.

The move has raised questions on the efficacy of 
the contact tracing app, and of the balancing of the 
right to privacy and the right to health. 

Most epidemiologists and health experts in the 
country have emphasised the importance of con-
tact tracing in containing the speed at which the 
virus spreads. However, civil society organisations 
across the globe and digital rights experts in Togo 
have argued that effective contact tracing “needs to 
engender trust and respect human rights.”12 Frame-
works for contact tracing must be evidence-based 
and, more importantly, align with constitutional 
thresholds for the right to informational privacy. 

In this context, many experts highlighted the 
violations of the app, and the state’s obligation en-
trusted by the constitution to preserve the anonymity 
of the individual in order to legitimately assert a valid 
state interest in the preservation of public health. 
First, it must have a legitimate basis. Second, it must 
pursue a legitimate aim. Third, it should have a ra-
tional nexus to the aim. Fourth, there must not be 
any less restrictive ways to achieve this aim. Fifth, it 
must outweigh the harm caused to the rights holder.

The TOGO SAFE app failed the very first prong of 
the proportionality standard because it does not have 
a regulatory framework to govern its functioning and 
to ensure procedural safeguards. While the country 
has a data protection law, the absence of an agency 
to uphold the law means that regulations, even if they 
were drafted, cannot be properly implemented. In the 

11 https://aeroportdelome.com/
togo-safe-pour-tous-les-voyageurs-a-destination-du-togo 

12 Adiakpo, S. (2021). Londa: Droits Numériques et Inclusion au Togo 
2020. Paradigm Initiative. https://paradigmhq.org/wp-content/
uploads/2021/06/Droits-Num%C2%AEriques-et-Inclusion-au-Togo.
pdf 

absence of these regulations, sensitive personal data 
collected by this app about the health and movement 
of a substantial number of the population could be 
misused for profiling and mass surveillance even after 
the COVID-19 outbreak is over.

In addition to lacking legislative basis, the app 
deviates from international best practices for contact 
tracing apps and fails to comply with data protection 
standards on the following counts:

• Lack of consent: The use of the app cannot be 
considered voluntary after the government’s di-
rective. Therefore, there is no scope for people in 
certain circumstances – i.e. travellers and those 
who want a PCR test – to refuse consent or opt 
out.

• Lack of transparency: Unless there is publicly 
available information about what processes and 
techniques are followed for aggregation and an-
onymisation of the personal data collected by 
the app, it is impossible to ignore the justified 
worry of re-identification of the personal data 
collected.

• Lack of algorithmic accountability: The terms of 
service of the app exempt the government from 
any liability arising out of the misidentification 
of an individual’s COVID-19 status. This is high-
ly problematic, as an individual can potentially 
lose their income and freedom of movement with 
little recourse in the event of a false positive.

• Unauthorised data sharing: There is no prohi-
bition on the sharing of the personal data with 
third parties and the privacy policy of the app 
fails to mention which government departments 
will have access to the data. Because of this, 
there exists a risk of sharing such data with law 
enforcement agencies for punitive purposes.

Law versus practice 
Governance arrangements have played a critical 
role in Togo’s immediate responses to the pan-
demic, and will continue to be crucial both to the 
recovery and to building a “new normal” once the 
crisis has passed. 

Through the Data Protection Act, Togo intends 
to regulate the collection, processing, transmission, 
storage, use and protection of personal data.

The period of sanitary restrictions to contain the 
virus was a period during which this law revealed 
its limits in practice. For example, the collection of 
data to control the flow of travellers revealed short-
comings in the context of the management of the 
pandemic.

In this respect, the collection of data by the pub-
lic authorities is problematic when considering both 
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the principles of necessity and proportionality, while 
data is also not collected with the informed consent 
of data subjects. 

Necessity
It is appropriate here to ask questions about the 
need for certain personal data to be collected. This 
is particularly the case with respect to the health 
information portal for travellers using Gnassingbé 
Eyadema International Airport. The portal records 
data that will be used in the COVID-19 screening test 
of travellers. This portal collects the same data for 
all travellers, whether they are leaving the country 
or entering the country.

In this regard, beyond the information requested 
on the traveller’s civil status and recent destinations, 
the name of the traveller’s father and mother is also 
compulsory, which is unnecessary information, 
given that the virus has nothing to do with genetic 
predispositions to ill health. Even if the virus was he-
reditary, the request of parents’ personal data from 
travellers is unnecessary.

Furthermore, in the context of the collec-
tion of vaccination data, information on the 
traveller’s profession is also requested, presents 
risks of non-transparency (what will this information 
be used for?) and discrimination (unemployed or 
people from certain professions might be discrimi-
nated against). Such information is subject to abuse. 

Proportionality
No information is available on the length of time that 
personal data collected regarding vaccination will 
be stored and whether it will need to be updated 
or stored indefinitely for archiving purposes in the 
public interest, such as for scientific, historical re-
search or statistical purposes. Article 53 of the Data 
Protection Act offers guarantees against unlimited 
data retention. 

The data collected is also not accessible to data 
subjects as prescribed by article 39 of the Data Pro-
tection Act. In this regard, there is no possibility of 
data subjects accessing this data or modifying it if 
necessary as guaranteed by article 46 of the Act. 

Of concern, our informal inquiries revealed that 
data collected by the government was in fact used to 
feed other government databases. We understand that 
the data collected was shared for three types of govern-
ment services, without further information provided. 

Data misappropriation
In Togo, all the government agencies that have been 
collecting people’s data have not set a clearly defined 
agreement for people’s consent. According to the Data 
Protection Act, processing personal data is generally 

prohibited, unless it is expressly allowed by law, or 
the data subject has consented to the processing. 

The basic requirements for the effectiveness of a 
valid legal consent are defined in the Data Protection 
Act. According to the law, consent must be freely giv-
en, specific, informed and unambiguous. However, 
all government platforms in the country, including 
the TOGO SAFE app, have no terms and conditions 
agreements for the data owner to read and approve. 

According to the law, for consent to be informed 
and specific, the data subject must at least be noti-
fied about the controller’s identity, what kind of data 
will be processed, how it will be used and the pur-
pose of the processing operations, as a safeguard 
against “function creep”. 

Where relevant, the controller has to inform 
the data subject about the use of the data for au-
tomated decision making, and about the possible 
risks of data transfers in the absence of appropriate 
safeguards. The consent of the data subject must be 
bound to one or several specified purposes which 
must then be sufficiently explained. If the consent 
should legitimise the processing of special catego-
ries of personal data, the information provided to the 
data subject must expressly refer to this.

The consent must be unambiguous, which means 
it requires either a statement or a clear affirmative 
act. Consent cannot be implied and must always be 
given through an opt-in, a declaration or an active 
motion, so that there is no misunderstanding that 
the data subject has consented to the particular pro-
cessing of his or her data. 

The law also requires the data subject must be 
informed about his or her right to withdraw consent 
at any time. The withdrawal must be as easy as giv-
ing consent.

These guarantees could have been offered to the 
people in Togo in accordance with the law, instead of 
directing them to a PDF version of the Data Protec-
tion Act, which is a large amount of indiscriminate 
information that is difficult for the uninformed public 
to read. Directing people to the legislation governing 
data clearly does not guarantee that the provisions 
of the law are observed in the collection and use of 
their personal data. 

There is also a certain lack of transparency in the 
management of information related to vaccination. 
To date, there is no open data on the number of vac-
cines administered in the country.

Failure to regulate the use of artificial 
intelligence 
The legal vacuum on the issue of artificial intelli-
gence (AI) has opened the door to huge disparities 
in the development of AI-based solutions during the 
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pandemic in Togo. When coronavirus reached Togo 
in March 2020, the government, like those in many 
countries, responded with stay-at-home orders to 
suppress contagion and announced an economic as-
sistance programme to replace lost income. But the 
way the country targeted and delivered that aid was 
in some ways more tech-centric than others. 

The government launched an aid system called 
Novissi,13 meaning “solidarity” in the local Ewe lan-
guage, developed during 10 intense days of work 
starting in late March 2020. The payments that the 
government sent to the population were targeted, 
and used machine-learning algorithms to identify 
signs of poverty in satellite photos, and using mo-
bile phone data.

The turn to satellite and mobile phone data 
was driven, in part, by a shortage of reliable data 
on citizens and their needs. The government asked 
researchers at the University of California at Berke-
ley who specialise in AI to develop an alternative. 
According to the information obtained, the use 
of experts from this university made it possible to 
develop an algorithm that crosses satellite and tele-
phone data to better target citizens in need.  

According to our information, the algorithm was 
used to determine the vulnerable households that 
should receive social assistance.14 The first filter 
analysed top-down images of the most precarious 
habitats, the state of roads, the quality of roofs and 
the frequency of planting. 

The second filter, which is most problematic, is 
the use of the mobile phone data of citizens. The 
mobile phone data of citizens was collected from 
the telcos without the consent of the user. Important 
data such as frequency and duration of calls, amount 
of airtime, etc. was used by the algorithm. This led to 
several biases and serious rights violations, because 
the use of mobile phone data de facto excludes the 
rural population that does not use mobile phones 
because they lack the means to do so. The data also 
does not indicate the real precariousness of the tar-
geted populations given that mobile money services 
– which was one of the data points collected – are 
not present in all rural areas of the country.

The issue of the use of AI is unclear in Togo15 and 
the absence of a legal framework is likely to open 

13 AFD. (2020, 4 September). Togo : Novissi, la solidarité au 
temps du Covid-19. AFD. https://www.afd.fr/fr/actualites/
togo-novissi-solidarite-covid-19 

14 Hervieu, S. (30 September). Intelligence artificielle : au Togo, un 
algorithme contre la pauvreté. L’Express. https://www.lexpress.
fr/actualite/monde/afrique/intelligence-artificielle-au-togo-un-
algorithme-contre-la-pauvrete_2158963.html 

15 Togo First. (2021, 29 August). Quel est l’état de préparation du Togo 
à l’intelligence artificielle ? https://www.togofirst.com/fr/tic/2908-
8388-quel-est-l-etat-de-preparation-du-togo-a-l-intelligence-
artificielle 

the door to even more serious abuses. Today, inno-
vative solutions are being developed in Togo but are 
not regulated. A legal framework would help miti-
gate the rights violations. 

Conclusion
The spread of the COVID-19 novel coronavirus and its 
rapid escalation into a pandemic in the early months 
of 2020 marked the first truly major, widespread 
global health emergency of the information age. 
In Togo there is much interest in privacy given that 
the country engaged in collecting massive amounts 
of personal data of citizens in response to the pan-
demic. The positive steps taken by the government 
to mitigate COVID-19 demonstrate the importance 
of regulating data collection and the impact on the 
privacy rights of citizens. There may be a justifica-
tion for gathering, storing, processing and sharing 
personal data – however, COVID-19 must not be a 
reason for collecting personal data in a way that the 
data rights of people are infringed. 

The lack of clarity in the purpose for collecting a 
large amount of data in the first place, and what hap-
pens to the collected data once the pandemic is over, 
has become an issue for public scrutiny. Therefore, 
to allay any concerns and fears in the minds of the 
public, the onus is on the government to reassure 
people that their personal information will remain 
confidential and secure from unauthorised access.

Also, to be prepared for any privacy concerns like-
ly to arise in the long term and to be response-ready 
to face future health crises similar to that of COV-
ID-19, it is crucially important for the government 
to develop a framework for emerging technologies 
that will be readily available to protect individual 
privacy during a pandemic. It is also critical that it 
creates the necessary Data Protection Commission, 
and ensures that it has the capacity to do its job. Any 
national-level privacy mechanism should provide 
safeguards and guarantee the protection of privacy 
of its citizens.

Action steps
The following action steps should be considered for 
Togo, drawing on the issues discussed in this report.

In the short term: 

• The government should immediately create 
the Data Protection Commission, and provide 
it with the necessary capacity to oversee the 
proper implementation of the Data Protec-
tion Act. 

• A dedicated regulatory framework justifying 
and guiding the execution of data-driven 
measures is also necessary. Apps and other 
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data-driven measures should not be deployed 
in a vacuum of regulatory guidelines. General 
principles can be helpful to avoid and identi-
fy abuses by authorities. 

• The government should ensure that when-
ever the health emergency has ended, 
systems that have been developed should 
be terminated and personal data should be 
deleted. Specific measures developed to 
manage the pandemic should be time- and 
purpose-bound. Safeguards should be put in 
place to prevent mission creep. 

• Civil society organisations should work to 
prevent illegitimate COVID-19-related digital 
surveillance.

In the medium-to-longer term: 

• The government should maintain a human 
rights-based approach throughout the ap-
plication of technologies that collect or work 
with data. Responses have to be non-arbi-
trary, necessary and proportionate, as well 
as non-discriminatory.

• Solutions deployed by the government 
should not be used as a way to illegitimately 
target specific groups and individuals or vio-
late their fundamental rights.

• The government should make it a fundamen-
tal requirement that future apps or platforms 
that collect personal data have an opt-in 
clause. In addition, explicit and individual 
consent is required. 

• The government and stakeholders should 
make sure that data shared through any app 
or systems should be collected and used 
solely for legitimate public health goals that 
must be clearly and specifically described. 

• The government should ensure that apps 
and other systems should collect, process 
and store as little data as absolutely neces-
sary to fulfil the public health aim. This also 
means that the purpose has to be clear from 
the outset.

• The government should also ensure that the 
development of future data-driven measures 
should be carried out with accountability 
kept in mind. This means that governments 
should be transparent about the policies in 
place and about what type of data is being 
collected, by whom, by which means, and 
how it is being used. Transparency is nec-
essary for people to understand how the 
data-driven mechanisms operate, which data 
is stored, and why. This enables individuals 
to make an informed decision on whether 
they want to use the app or participate in a 
data-dependent programme. 

• The government should ensure that da-
ta-driven initiatives respect the principles 
of privacy and data protection by design 
and by default. Any initiative must support 
data anonymisation, and use state-of-the-
art cryptographic techniques, among other 
measures, to secure data and prevent harm 
in case of leaks or breaches.
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Through the lens of the COVID-19 pandemic, this edition of 
Global Information Society Watch (GISWatch) highlights the 
different and complex ways in which democracy and human 
rights are at risk across the globe, and illustrates how 
fundamental meaningful internet access is to sustainable 
development. 

It includes a series of thematic reports, dealing with, 
among others, emerging issues in advocacy for access, 
platformisation, tech colonisation and the dominance of 
the private sector, internet regulation and governance, 
privacy and data, new trends in funding internet advocacy, 
and building a post-pandemic feminist agenda. Alongside 
these, 36 country and regional reports, the majority from the 
global South, all offer some indication of how we can begin 
mapping a shifted terrain. 


