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Irene Poetranto, Sharly Chan and Siena Anstis1

Citizen Lab
www.citizenlab.ca

Introduction 
Those working to defend the environment confront 
many different online and offline threats. In 2019, 
80% of environmental defenders surveyed by the 
Swedish Society for Nature Conservation said that 
the foremost risks they faced were “surveillance 
(physical and digital), smear campaigns, and death 
threats.”2 Defenders are increasingly slandered, 
harassed and killed for protecting their land or op-
posing commercial projects such as mines, dams or 
plantations that are related to powerful interests.3 
The murder of environmental defenders in particu-
lar doubled between 2002 and 2017.4 Over 100 of 
the 304 human rights defenders killed in 2019 
worked on land, Indigenous peoples’ and environ-
mental rights,5 with Colombia and the Philippines 
being the top two deadliest countries.6 

Attacks against environmentalists are occurring 
at a time when addressing pressing issues like cli-
mate change, infectious diseases and deforestation 
requires coordinated efforts across the world. The 
internet and social media have enabled activists to 

1 Research undertaken in this report was supervised by Professor 
Ronald J. Deibert, principal investigator and director of the Citizen 
Lab. We would also like to thank Stephanie Tran and Justin Lau for 
research assistance. This article would not be possible without 
the 15 environmental defenders in Cambodia, Indonesia and the 
Philippines who shared their experiences with us. We dedicate our 
report to all those who are taking a stand to defend human rights 
and the environment. 

2 Swedish Society for Nature Conservation. (2019). Environmental 
Defenders Under Attack. Swedish Society for Nature Conservation. 
https://www.naturskyddsforeningen.se/sites/default/files/
dokument-media/environmental_defenders_under_attack_eng.pdf

3 Wåhlin, M. (2019). Defenders at Risk: Attacks on human 
rights and environmental defenders and the responsibility of 
business. Swedwatch. https://swedwatch.org/wp-content/
uploads/2019/12/MR-fo%CC%88rsvarare_191209_uppslag.pdf 

4 Butt, N., Lambrick, F., Menton, M., & Renwick, A. (2019). The supply 
chain of violence. Nature Sustainability, 2(8), 742-747. https://doi.
org/10.1038/s41893-019-0349-4 

5 Front Line Defenders. (2020). Frontline Defenders Global Analysis 
2019. Front Line Defenders. https://www.frontlinedefenders.org/
sites/default/files/global_analysis_2019_web.pdf 

6 Global Witness. (2020). Defending Tomorrow: The climate crisis 
and threats against land and environmental defenders. Global 
Witness. https://www.globalwitness.org/en/campaigns/
environmental-activists/defending-tomorrow

transcend political and geographic boundaries, cre-
ating a “global civil society”,7 but growing reliance 
on technology also makes civil society vulnerable 
to online threats.8 This article unpacks the physi-
cal and digital risks faced by environmental human 
rights defenders in three Southeast Asian countries 
known for their rich natural resources – Cambodia, 
Indonesia and the Philippines – and suggests action 
steps that can be taken to mitigate them.

Context
Citizen Lab researchers have documented targeted 
online attacks against non-governmental organi-
sations (NGOs) working on environmental issues 
since 2015.9 These attacks were not isolated cases, 
but part of a wider campaign against the govern-
ment and NGOs in general. The difference is that 
while governments (and the private sector) have 
advanced security support in-house to respond 
to such attacks, NGOs typically do not.10 Although 
there is a greater number of digital security training 
sessions or workshops for NGOs, these services are 
typically short-term solutions and do not serve the 
long-term needs of the community. 

While digital attacks against states and the pri-
vate sector would make headlines, similar attacks 
against environmental defenders do not necessarily 
result in widespread attention. This lack of visibility 
is in part because most of our knowledge of attacks 
comes from commercial threat reporting. Firms that 
conduct digital threat analysis (e.g. incidents of mal-
ware attacks) predominantly focus on prominent 
(and profitable) victims, such as major corporations. 
Meanwhile, attacks against civil society, which may 
not have sophisticated digital defences, tend to be 

7 Smith, P. J., & Smythe, E. (1999). Globalization, citizenship 
and technology: The MAI meets the Internet. Canadian Foreign 
Policy Journal, 7(2), 83-105. https://doi.org/10.1080/11926422
.1999.9673213

8 Citizen Lab. (2014). Communities @ Risk: Targeted Digital Threats 
Against Civil Society. Citizen Lab. https://targetedthreats.net/
media/1-ExecutiveSummary.pdf 

9 Kleemola, K., Crete-Nishihata, M., Senft, A., & Poetranto, I. (2015). 
Targeted Malware Attacks against NGO Linked to Attacks on 
Burmese Government Websites. Citizen Lab. https://citizenlab.
ca/2015/10/targeted-attacks-ngo-burma 

10 Ibid.

ASIA
ON/OFFLINE: MULTIDIMENSIONAL THREATS FACED BY ENVIRONMENTAL 
HUMAN RIGHTS DEFENDERS IN SOUTHEAST ASIA
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overlooked or underestimated.11 This selection bias 
not only impedes the development of a more holistic 
picture of cybersecurity – as the scope and scale of 
attacks against civil society remain largely unknown 
– but also creates debilitating consequences for civil 
society, which suffers from attacks in the dark.12 

Digital threats targeting NGOs or individuals 
working on the environment in the global South 
are likely to be more severe. Reliable funding is 
necessary to make meaningful improvements in 
organisational security,13 but activists there face  
obstacles in obtaining sustainable funding,  
espe  cially when they have to depend on interna-
tional sources.14 Receiving foreign assistance is also  
increasingly problematic, as governments world-
wide are cracking down on international aid to local 
NGOs.15 Power relations between developed and 
developing countries further affect the construction 
of what is and is not an environmental problem,  
and determine what is funded or addressed.16 
Furthermore, environmental NGOs are often  
marginalised and work in remote areas with poor 
communications infrastructure and without access 
to legal protections, which make physical and digital 
safety challenging.17 

Among funding bodies who do fund grantees 
working in high-risk areas (e.g. the environment), 
priority is usually placed on supporting an organ-
isation’s physical security. In addition, funders 
may be aware of the specific physical threats to 
grantees, but they may be ill-equipped to evalu-
ate digital threats facing the NGOs they support.18 
Physical and digital security, however, are in-
creasingly interconnected.19 Paying insufficient 
attention to digital security could end up eroding 
the gains from investing in physical security. More 

11 Maschmeyer, L., Deibert, R. J., & Lindsay, J. R. (2020). A tale of two 
cybers - how threat reporting by cybersecurity firms systematically 
underrepresents threats to civil society. Journal of Information 
Technology & Politics, 17, 1-20. https://doi.org/10.1080/19331681.
2020.1776658 

12 Ibid.
13 Citizen Lab. (2014). Op. cit.
14 Ron, J., Pandya, A., & Crow, D. (2015). Universal values, foreign 

money: Funding local human rights organizations in the Global 
South. Review of International Political Economy, 23(1), 29-64. 
https://doi.org/10.1080/09692290.2015.1095780

15 Ibid.
16 Lewis, T. L. (2011). Global Civil Society and the Distribution of 

Environmental Goods: Funding for Environmental NGOs in Ecuador. 
In J. Agyeman & J. Carmin (Eds.), Environmental Inequalities 
Beyond Borders: Local Perspectives on Global Injustices. MIT 
Press.

17 Peace Brigades International. (2015). COP21 Highlights 
the risks that land and environmental defenders 
face. PBI. https://www.peacebrigades.org/en/
cop21-highlights-risks-land-and-environmental-defenders-face 

18 Ibid. 
19 Citizen Lab. (2014). Op. cit.

research and funding to better understand and 
mitigate both digital and physical risks faced by 
environmental defenders are therefore necessary.

On/offline threats in Cambodia, Indonesia 
and the Philippines 
This section discusses findings from the literature 
research and semi-structured interviews we con-
ducted with 15 environmental activists, lawyers 
and journalists in the three countries. It begins by 
providing a brief survey of internet connectivity 
and environmental issues in Cambodia, Indonesia 
and the Philippines. Subsequently, we outline the 
digital and physical risks described by interview par-
ticipants. Our research uncovered persisting security 
challenges faced by environmental civil society. 

98.5% of Cambodia’s 16 million people use the 
internet either through mobile or broadband connec-
tion, and many of them are Facebook users.20 Since 
the 2018 national election and with increased use of 
technology, Cambodia has shifted from an electoral 
or competitive authoritarianism to digital authoritar-
ianism under Prime Minister Hun Sen.21 The election 
was declared a “sham” by rights groups and political 
observers as the government cracked down on the 
opposition.22 Over the past five years, the govern-
ment has passed a series of repressive new laws and 
amendments that further infringe on human rights,23 
including telecommunications-related restrictions.24 
There is also a growing use of the criminal process to 
stifle dissent, opposition and political debate through 
prosecutions for online speech.25 State agencies are 

20 Bangkok Post. (2019, 26 July). Internet users in Cambodia 
near 16m. Bangkok Post. https://www.bangkokpost.com/
business/1719527/internet-users-in-cambodia-near-16m 

21 Un, K. (2019). Cambodia: Return to Authoritarianism (Elements 
in Politics and Society in Southeast Asia). Cambridge University 
Press. https://doi.org/10.1017/9781108558648; Morgenbesser, 
L. (2019). Cambodia’s Transition to Hegemonic Authoritarianism. 
Journal of Democracy, 30(1), 158-171. https://doi.org/10.1353/
jod.2019.0012 

22 Roth, K. (2019). World Report 2019: Cambodia. Human 
Rights Watch. https://www.hrw.org/world-report/2019/
country-chapters/cambodia 

23 Amnesty International. (2017, 30 May). Courts of Injustice: 
Suppressing Activism Through the Criminal Justice System in 
Cambodia. Amnesty International. https://www.amnesty.org/
en/latest/news/2017/05/cambodia-courts-of-injustice; FIDH & 
LICADHO. (2019). Joint Submission to the UN Universal Periodic 
Review of Cambodia. https://www.fidh.org/IMG/pdf/fidh_
licadho_joint_submission_cambodia_upr_july_2018.pdf  

24 LICADHO. (2016). Cambodia’s Law on Telecommunications: A Legal 
Analysis. LICADHO. https://www.licadho-cambodia.org/reports/
files/214LICADHOTelecomsLawLegalAnalysis_March2016ENG.pdf 

25 Freedom House. (2018). Freedom on the Net 2018: Cambodia. 
Freedom House. https://freedomhouse.org/country/cambodia/
freedom-net/2018; LICADHO, 24 Family Community, 92 
Community, et al. (2018, 8 June). Joint Statement: Civil society 
rejects government attack on freedom of expression. LICADHO. 
https://www.licadho-cambodia.org/pressrelease.php?perm=434 

https://doi.org/10.1080/19331681.2020.1776658
https://doi.org/10.1080/19331681.2020.1776658
https://doi.org/10.1080/09692290.2015.1095780
https://www.peacebrigades.org/en/cop21-highlights-risks-land-and-environmental-defenders-face
https://www.peacebrigades.org/en/cop21-highlights-risks-land-and-environmental-defenders-face
https://www.bangkokpost.com/business/1719527/internet-users-in-cambodia-near-16m
https://www.bangkokpost.com/business/1719527/internet-users-in-cambodia-near-16m
https://doi.org/10.1017/9781108558648
https://doi.org/10.1353/jod.2019.0012
https://doi.org/10.1353/jod.2019.0012
https://www.hrw.org/world-report/2019/country-chapters/cambodia
https://www.hrw.org/world-report/2019/country-chapters/cambodia
https://www.amnesty.org/en/latest/news/2017/05/cambodia-courts-of-injustice/
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known to frequently target journalists,26 NGOs,27 and 
land and environmental defenders.28 This increas-
ing authoritarianism is coupled with the exploitation 
of natural resources, which are disappearing at an 
“alarming rate.”29 Major infrastructure projects such 
as large-scale dams30 – many of which are funded 
by China31 – threaten fish supplies and cause mass 
displacement and high rates of deforestation.32 Cam-
bodia’s widespread decline in natural resources is 
closely linked to land grabbing,33 the Economic Land 
Concession system,34 and forcible displacement.35

In Indonesia, approximately 150 million of 
its more than 260 million people are online.36 
Indonesia’s relatively low internet penetration 
rate indicates a massive possibility for growth. 
Acknowledging this potential, President Joko 
“Jokowi” Widodo aimed to increase Indonesia’s 
infrastructure development,37 including internet  
infrastructure, during his tenure.38 In 2019,  
Indonesia completed the building of an undersea 

26 Human Rights Watch. (2020, 17 June). Cambodia: End Crackdown 
on Opposition. Human Rights Watch. https://www.hrw.org/
news/2020/06/17/cambodia-end-crackdown-opposition 

27 Meyn, C. (2017, 31 August). Cambodia’s controversial NGO law 
snares its first victim. Devex. https://www.devex.com/news/
cambodia-s-controversial-ngo-law-snares-its-first-victim-90947 

28 https://www.frontlinedefenders.org/en/location/cambodia 
29 Cambodian Human Rights and Development Association. 

(2014). Land Situation in Cambodia 2013. ADHOC. https://www.
adhoccambodia.org/report-land-situation-in-cambodia-in-2013-2 

30 Xinhua. (2019, 20 April). Spotlight: China-built hydropower project 
in Cambodia Guarantees the way home for fish. Xinhua. http://
www.xinhuanet.com/english/2019-04/20/c_137993015.htm 

31 Chen, S. A. (2019). The Development of Cambodia-China Relation 
and Its Transition Under the OBOR Initiative. The Chinese Economy, 
51(4), 370-382. https://doi.org/10.1080/10971475.2018.1457317 

32 Davis, K. F., Yu, K., Rulli, M. C., Pichdara, L., & D’Odorico, P. (2015). 
Accelerated deforestation driven by large-scale land acquisitions 
in Cambodia. Nature Geoscience, 8, 772–775. https://doi.
org/10.1038/ngeo2540 

33 Park, C. M. Y. (2018). “Our Lands are Our Lives”: Gendered 
Experiences of Resistance to Land Grabbing in Rural Cambodia. 
Feminist Economics, 25(4), 21-44. https://doi.org/10.1080/135457
01.2018.1503417 

34 Hap, P., Oun, S., & Cho, H. S. (2017). The Legal Analysis of 
Economic Land Concessions in Cambodia. Korea Legislation 
Research Institute. http://www.klri.re.kr:9090/handle/2017.
oak/4538 

35 Neef, A., & Singer, J. (2015). Development-induced displacement 
in Asia: conflicts, risks, and resilience. Development in Practice, 
25(5), 601-611. https://doi.org/10.1080/09614524.2015.1052374 

36 Wong, E. (2019, 18 March). How Indonesians Embrace the Digital 
World. The Jakarta Post. https://www.thejakartapost.com/
academia/2019/03/18/how-indonesians-embrace-the-digital-
world.html

37 Salim, W., & Negara, S. D. (2018). Infrastructure Development 
under the Jokowi Administration: Progress, Challenges and 
Policies. Journal of Southeast Asian Economies, 35(3), 145-166. 
https://www.jstor.org/stable/26466924?seq=1

38 The Jakarta Post. (2019, 15 July). Jokowi pledges ‘interconnectivity’ 
as his infrastructure vision for 2019-2024. The Jakarta 
Post. https://www.thejakartapost.com/news/2019/07/15/
jokowi-pledges-interconnectivity-as-his-infrastructure-vision-
for-2019-2024.html 

fibre-optic cable network, the Palapa Ring,39 that 
provides broadband internet across the country. 
Jokowi’s objectives are to improve the population’s 
tech skills and achieve an Indonesian “Golden 
Age.”40 Jokowi’s development drive, however, has 
been criticised for neglecting environmental and 
rights protection.41 Activists argue that this omission 
is why Indonesia is becoming an increasingly dange-
rous place for people defending the environment.42 
The rights group Protection International found that 
80% of cases of rights violations in Indonesia from 
2014 to 2018 involved environmentalists,43 while 
ELSAM, an advocacy group, documented 27 cases 
in 2019 involving violence or threats of violence 
against environmentalists.44 Of particular concern 
are Jokowi’s decisions to move the country’s capital  
to Borneo, which would encroach on protected  
forests and critically endangered orangutans,45 and 
to propose the deregulation bill (Omnibus Bill), 
which would allow for the extraction of natural  
resources with very minimal safeguards.46

Those with internet access in the Philippines 
spend the greatest number of hours online in the 
world,47 and 94% of adults with internet access 
are on social media, mostly Facebook.48 Despite 

39 Satu, B. (2019, 14 October). Indonesia Completes Palapa Ring 
Internet Superhighway. Jakarta Globe. https://jakartaglobe.id/
tech/indonesia-completes-palapa-ring-internet-superhighway

40 Tani, S. (2019, 3 July). Jokowi vows to invest in tech skills 
for an Indonesian ‘Golden Age’. Nikkei Asian Review. 
https://asia.nikkei.com/Spotlight/The-Big-Story/
Jokowi-vows-to-invest-in-tech-skills-for-an-Indonesian-Golden-Age 

41 Suroyo, G., & Davies, E. (2020, 13 February). Indonesia accused 
of putting profit ahead of the environment with new bill. Reuters. 
https://www.reuters.com/article/us-indonesia-economy-bill/
indonesia-accused-of-putting-profit-ahead-of-the-environment-
with-new-bill-idUSKBN2071DJ 

42 The Jakarta Post. (2018, 10 December). Environmentalists face 
greater risks amid development drive. The Jakarta Post. https://
www.thejakartapost.com/news/2018/12/09/environmentalists-
face-greater-risks-amid-development-drive.html 

43 Ibid.
44 Ant. (2020, 23 April). 27 Kasus Kekerasan Dialami Aktivis 

Lingkungan Periode 2019. Media Indonesia. https://
mediaindonesia.com/read/detail/306985-27-kasus-kekerasan-
dialami-aktivis-lingkungan-periode-2019 

45 Gunadha, R., & Yasir, M. (2017, 17 December). Walhi: Pemindahan 
Ibu Kota Negara akan Memperluas Kehancuran Lingkungan. Suara.
com. https://www.suara.com/news/2019/12/17/191611/walhi-
pemindahan-ibu-kota-negara-akan-memperluas-kehancuran-
lingkungan 

46 ASEAN Parliamentarians for Human Rights. (2020, 30 March). 
Indonesia’s Omnibus Bill Needs Improved Rights Guarantees, 
MPs Say. APHR. https://aseanmp.org/2020/03/30/
indonesia-omnibus-bill 

47 Gonzales, G. (2019, 30 January). Filipinos spend 
most time online, on social media worldwide – 
report. Rappler. https://rappler.com/technology/
philippines-online-use-2019-hootsuite-we-are-social-report 

48 Tapsell, R. (2019, 14 March). Are social media 
destroying democracy in Southeast Asia? The Asia 
Dialogue. https://theasiadialogue.com/2019/03/14/
are-social-media-destroying-democracy-in-southeast-asia 
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the proliferation of new media, the country was 
known as the fifth deadliest for journalists.49 The 
Philippines is resource-rich and its 7,107 islands 
are home to unique and endangered species.50 The 
drive to exploit natural resources has resulted in an 
increase of extractive projects being imposed upon 
communities and created a rising tide of violence 
against those who dare to speak out and defend 
their rights.51 In 2018, President Rodrigo Duterte 
declared that he would personally choose palm oil 
or mining investors to develop Indigenous ancestral 
lands,52 and in this same year, the Philippines had 
the highest number of murdered land and environ-
mental defenders in the world.53 A 2019 report by 
environmental NGO Global Witness found that firms 
involved in “mining, agribusiness, logging, and coal 
plants are driving attacks against environmental 
activists.”54 Global brands such as Del Monte and 
Dole, and Filipino firms like San Miguel Corpora-
tion have been linked to local partners accused of  
attacks and murders of protestors.55

As internet penetration rates continue to climb 
in Cambodia, Indonesia and the Philippines,56 the 
“digital divide” has remained problematic.57 Envi-
ronmental defenders who live or work (or both) in 
isolated rural areas and in conditions of extreme 
poverty still lack access to the internet or mobile 
networks.58 Those living in remote villages also may 

49 Committee to Protect Journalists. (2019, 29 October). Getting 
Away with Murder. CPJ. https://cpj.org/reports/2019/10/
getting-away-with-murder-killed-justice 

50 Borkaza C., Cullinane, M., & Hernandez, C. (2020). Philippines. 
Encyclopaedia Britannica. https://www.britannica.com/place/
Philippines/Plant-and-animal-life 

51 Global Witness. (2016). Defenders of the Earth: Global killings 
of land and environmental defenders in 2016. Global Witness. 
https://justice-project.org/wp-content/uploads/2017/08/
defenders_of_the_earth_report-2017.pdf

52 Arguillas, C. O. (2018, 3 February). Duterte to “choose investors” 
to develop Lumad lands for oil palm, mining. MindaNews. https://
www.mindanews.com/top-stories/2018/02/duterte-to-choose-
investors-to-develop-lumad-lands-for-oil-palm-mining

53 Global Witness. (2019a). Enemies of the state: How governments 
and businesses silence land and environmental defenders. 
Global Witness. https://www.globalwitness.org/en/campaigns/
environmental-activists/enemies-state 

54 Global Witness. (2019b). Defending the Philippines. Global 
Witness. https://www.globalwitness.org/en/campaigns/
environmental-activists/defending-philippines 

55 Ibid.
56 Al Jazeera News. (2019, 4 October). Online all the time: Southeast 

Asia’s booming internet economy. Al Jazeera. https://www.
aljazeera.com/ajimpact/online-time-southeast-asia-booming-
internet-economy-191003101641367.html 

57 The digital divide is defined as “the inequality in use and 
ownership of computers and the Internet across and within 
nations.” See Wijers, G. D. M. (2010). Determinants of the 
digital divide: A study on IT development in Cambodia. 
Technology in Society, 32(4), 336-341. https://doi.org/10.1016/j.
techsoc.2010.10.011 

58 Peace Brigades International. (2015). Op. cit.

not (individually) own smartphones (i.e. the smart-
phone is a shared resource in the family or village, 
making basic digital security like protecting pass-
words challenging).59 

The majority of our interviewees reported 
low awareness of digital security practices and 
risks in their communities. Among those who are 
connected to the internet and own smartphones, 
attacks have been in the form of threatening text, 
WhatsApp and Facebook messages.60 A webinar 
about rights issues in Indonesia’s restive Papua 
region was also disturbed by intrusions, such as 
spam calls to the speakers’ mobile phones and  
unknown users posting various messages in the 
chat function to disturb the meeting.61 An organisa-
tion in the Philippines that works with Indigenous  
women activists had its website and email  
accounts hacked, resulting in the loss of two years’ 
worth of emails, among other data,62 while an  
activist in an environmental NGO in Cambodia that 
we interviewed had experienced Facebook and 
email account login attempts, and received a Gmail 
notification for “government-backed attacks”.63 
Unlike other individuals and organisations we 
spoke to, which were lacking in terms of digital 
security practices, the Cambodian NGO possesses 
heightened digital security awareness, including 
using encrypted emails and chat applications. 

Threats to physical security still loom large over 
environmental defenders, including illegal arrests 
and imprisonment, assassinations, violence (e.g. 
beatings) and sexual assault. Physical threats have 
been received online through email, WhatsApp, 
Twitter or Facebook Messenger messages, and to 
devices or accounts belonging to their friends, fam-
ily members and colleagues.64 In response, activists 
frequently replace their phone numbers and devices,  
which drains their time, energy and resources.65

Local and Indigenous peoples continue to 
struggle against national and global corporations 
in the natural resource sector (and sometimes also 
against their government’s forestry department) to 
protect their land.66 Activists regularly confront the 

59 Poetranto, I., personal communication, 21 July 2020.
60 Ibid.
61 The Star. (2020, 7 June). Papua Zoom meet hit by spam. 

The Star. https://www.thestar.com.my/aseanplus/
aseanplus-news/2020/06/07/papua-zoom-meet-hit-by-spam 

62 Poetranto, I., personal communication, 21 July 2020.
63 Anstis, S., personal communication, 19 October 2019.
64 Poetranto, I., personal communication, 21 July 21 2020.
65 Ibid.
66 Suyanto, S. (2007). Underlying cause of fire: Different form of 

land tenure conflicts in Sumatra. Mitigation and Adaptation 
Strategies for Global Change, 12, 67-74. https://doi.org/10.1007/
s11027-006-9039-4 

https://cpj.org/reports/2019/10/getting-away-with-murder-killed-justice/
https://cpj.org/reports/2019/10/getting-away-with-murder-killed-justice/
https://www.britannica.com/place/Philippines/Plant-and-animal-life
https://www.britannica.com/place/Philippines/Plant-and-animal-life
https://justice-project.org/wp-content/uploads/2017/08/defenders_of_the_earth_report-2017.pdf
https://justice-project.org/wp-content/uploads/2017/08/defenders_of_the_earth_report-2017.pdf
https://www.mindanews.com/top-stories/2018/02/duterte-to-choose-investors-to-develop-lumad-lands-for-oil-palm-mining/
https://www.mindanews.com/top-stories/2018/02/duterte-to-choose-investors-to-develop-lumad-lands-for-oil-palm-mining/
https://www.mindanews.com/top-stories/2018/02/duterte-to-choose-investors-to-develop-lumad-lands-for-oil-palm-mining/
https://www.globalwitness.org/en/campaigns/environmental-activists/enemies-state/
https://www.globalwitness.org/en/campaigns/environmental-activists/enemies-state/
https://www.globalwitness.org/en/campaigns/environmental-activists/defending-philippines/
https://www.globalwitness.org/en/campaigns/environmental-activists/defending-philippines/
https://www.aljazeera.com/ajimpact/online-time-southeast-asia-booming-internet-economy-191003101641367.html
https://www.aljazeera.com/ajimpact/online-time-southeast-asia-booming-internet-economy-191003101641367.html
https://www.aljazeera.com/ajimpact/online-time-southeast-asia-booming-internet-economy-191003101641367.html
https://doi.org/10.1016/j.techsoc.2010.10.011
https://doi.org/10.1016/j.techsoc.2010.10.011
https://www.thestar.com.my/aseanplus/aseanplus-news/2020/06/07/papua-zoom-meet-hit-by-spam
https://www.thestar.com.my/aseanplus/aseanplus-news/2020/06/07/papua-zoom-meet-hit-by-spam
https://doi.org/10.1007/s11027-006-9039-4
https://doi.org/10.1007/s11027-006-9039-4


76  /  Global Information Society Watch  /  ASIA

military and police,67 who perpetrate rights viola-
tions (e.g. performing illegal arrests)68 alongside 
hired thugs, private security companies, and the 
security personnel of the extractive companies 
themselves.69 Rampant corruption, weak rule 
of law and state institutions,70 and a climate of 
impunity in these countries mean that rights de-
fenders face a network of repressive actors.71 
Meanwhile, efforts to crack down on environmen-
tal NGOs and their supporters (e.g. local churches) 
have included barring foreign funding,72 accusing 
them of corruption,73 or labelling them as criminal 
organisations.74 

Smear tactics to discredit activists have been  
applied online and offline. Indigenous women  
activists, for instance, often have their reputation  
attacked in person and on Facebook posts.75 Acti- 
vists have also been labelled online as leftists or  
communists, a phenomenon known as “red  
tagging”.76 The communist stigma is especially dan-
gerous in Indonesia due to past anti-communist 
pogroms77 (e.g. the case of environmental activist Budi 
Pego),78 and in the Philippines where the communist 
insurgency is ongoing.79 Portraying environmentalists 
as communist sympathisers eases their treatment as 
“enemies of the state” and justifies their killings.80 

67 White, N. D., Footer, M., Senior, K., van Dorp, M., Kiezebrink, V., 
Puraka, Y. W. G., & Anzas, A. F. (2018). Blurring Public and Private 
Security in Indonesia: Corporate Interests and Human Rights in a 
Fragile Environment. Netherlands International Law Review, 65, 
217-252. https://doi.org/10.1007/s40802-018-0107-8 

68 Hance, J. (2010, 7 July). Violence a part of the 
illegal timber trade, says kidnapped activist. 
Mongabay. https://news.mongabay.com/2010/07/
violence-a-part-of-the-illegal-timber-trade-says-kidnapped-activist 

69 Poetranto, I., personal communication, 20 July 2020.
70 Peou, S. (2014). The Limits and Potential of Liberal 

Democratisation in Southeast Asia. Journal of Current Southeast 
Asian Affairs, 33(3). https://journals.sub.uni-hamburg.de/giga/
jsaa/article/view/805 

71 Anstis, S., personal communication, 19 October 2019.
72 Ibid.
73 Mongabay. (2012, 1 May). New attack on Greenpeace in 

Indonesia. Mongabay. https://news.mongabay.com/2012/05/
new-attack-on-greenpeace-in-indonesia 

74 Anstis, S., personal communication, 19 October 2019.
75 Poetranto, I., personal communication, 21 July 2020.
76 Amnesty International. (2019, 24 June). Philippines: Stop ‘red-

tagging’, investigate killings of activists. Amnesty International. 
https://www.amnesty.org/en/documents/asa35/0587/2019/en 

77 Human Rights Watch. (2017, 18 September). Indonesia’s Dangerous 
‘Anti-Communist’ Paranoia: Rumors of Communist Party Revival 
Sparks Riot. HRW. https://www.hrw.org/news/2017/09/18/
indonesias-dangerous-anti-communist-paranoia 

78 FORUM ASIA. (2018, 21 January). Indonesia – Court should release 
environmental human rights defender. FORUM ASIA. https://www.
forum-asia.org/?p=25557 

79 Woods, C. (2017). Seditious Crimes and Rebellious Conspiracies: 
Anti-communism and US Empire in the Philippines. 
Journal of Contemporary History, 53(1), 61-88. https://doi.
org/10.1177%2F0022009416669423 

80 Global Witness. (2019a). Op. cit. 

In the midst of the COVID-19 pandemic, the Phil-
ippines passed the Anti-Terrorism Act (ATA), which 
gives the government broad powers to classify 
someone as a terrorist based on a number of factors, 
including what they post online.81 Some worry that 
the terrorist label could be applied against environ-
mental defenders in the Philippines,82 just as the 
separatist label has been applied to Indigenous peo-
ples in Indonesia’s Papua.83 Several Filipinx activists 
we spoke to were among those who had fake Face-
book accounts of them created in June 2020,84 and 
many wondered if this would lead to a crackdown 
once the ATA is enacted into law.85 It is clear that 
complex and multidimensional security threats com-
plicate the work of environmental rights defenders.

Conclusion 
Cambodia, Indonesia and the Philippines are still 
plagued with corruption,86 weak government87 
and high poverty rates.88 These conditions, com-
bined with the profit-driven exploitation of natural 
resources and a culture of impunity, have made 
the protection of land, environmental and Indige-
nous peoples’ rights a dangerous sector of human 
rights defence.89 A 2019 report by the rights group 
FORUM-ASIA found that land and environmental 
defenders were “a key target for both state and non-
state actors competing to access natural resources 
and implement mega development projects.”90 As 
a result, they were the number one most affected 
group of defenders in terms of violence. 

81 Asia Pacific Foundation of Canada. (n.d.). Philippine 
House of Representatives Passes Anti-Terrorism 
Act. APFC. https://www.asiapacific.ca/asia-watch/
philippine-house-representatives-passes-anti-terrorism-act 

82 Poetranto, I., personal communication, 21 July 2020.
83 Sugandi, Y. (2008). Analysis Konflik dan Rekomendasi Kebijakan 

Mengenai Papua. Friedrich Ebert Stiftung. https://library.fes.de/
pdf-files/bueros/indonesien/06393.pdf

84 Econar, F. C. (2020, 24 June). The Philippines Saw a Sudden 
Surge of Fake Facebook Accounts. Here’s Why Everyone Is on 
Edge. Vice. https://www.vice.com/en_us/article/ep4vyk/
philippines-fake-facebook-accounts-freedom-speech-democracy 

85 Poetranto, I., personal communication, 21 July 2020.
86 Transparency International. (2019, 29 January). Asia Pacific: 

Little To No Progress On Anti-Corruption. Transparency 
International. https://www.transparency.org/en/news/
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87 Slater, D. (2020, 1 July). Southeast Asia’s Grim Resilience: 
Pragmatism Amid the Pandemic. Carnegie Endowment 
for International Peace. https://carnegieendowment.
org/2020/07/01/southeast-asia-s-grim-resilience-pragmatism-
amid-pandemic-pub-82227 

88 Chisholm, J. (2017, 21 November). Indonesia and the Philippines 
have 90% of Southeast Asia’s poorest. Southeast Asia Globe. 
https://southeastasiaglobe.com/indonesia-philippines-poorest 

89 Front Line Defenders. (2020). Op. cit.
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Findings from our study suggest that offline 
and online threats cannot be separated; they are 
interconnected – i.e. physical threats can be con-
veyed in person and online, and online threats 
are perpetrated offline – and constitute the multi-
tude of threats that environmental defenders must 
overcome. Offline attacks may result in death or 
dismemberment, but the damage that is inflicted by 
online attacks can also be severe: causing signifi-
cant stress and draining an organisation’s resources 
(e.g. frequent changes of devices) or emboldening 
all those who see it (e.g. publicly visible threats via 
Facebook). As Judy Pasimio, LILAK’s coordinator,91 
said: “When [threats are delivered via] text messag-
es, it is between you and the attacker. When [threats 
are posted] online, the influence [of the attacker] is 
magnified and the threats are amplified.”92 

Among the 14 environmental activists, lawyers 
and journalists we spoke to, digital attacks were 
launched not just against them as individuals, but 
also their friends, families and colleagues. These at-
tacks strained their professional and personal lives, 
and created a chilling effect in their communities. 
Women activists in particular face threats assailing 
their honour, reputation and supposed gender role 
(e.g. “women belong in the home and not in activ-
ism”). In the Philippines, gender-based attacks have 
been trivialised (if not also normalised)93 by Duterte.94 
Environmental defenders are also routinely discred-
ited online, as communists, separatists, or having 
“loose morals” (e.g. accused of being drug addicts).95 

91 LILAK (Purple Action for Indigenous Women’s Rights) is “an 
organisation of indigenous women leaders, feminists, 
anthropologists, human rights advocates, environmentalists and 
lawyers who support the struggle for indigenous women’s human 
rights.” https://www.facebook.com/pg/katutubonglilak/about/ 
?ref=page_internal  

92 Poetranto, I., personal communication, 21 July 2020.
93 Berlinger, J. (2018, 31 December). Philippines President Rodrigo 

Duterte claims he abused maid as teenager. CNN. https://www.
cnn.com/2018/12/30/asia/rodrigo-duterte-comments-intl/index.
html 

94 Ranada, P. (2018, 8 September). Not just a joke: The social cost of 
Duterte’s rape remarks. Rappler. https://rappler.com/newsbreak/
in-depth/duterte-rape-remarks-social-cost-not-just-jokes 

95 Poetranto, I., personal communication, 20 July 2020.

Online and offline attacks are carried out to 
stop protests, activism and social movements – in 
which demands for accountability, the protection 
of human rights and the environment, and fair and 
transparent governance are made. Because of this, 
online threats against civil society must not be 
ignored or minimised, just as we must seriously  
address offline threats.

Action steps
Our research suggests that the following must  
be done to support environmental defenders in  
the region: 

• Publish more evidence-based research on digi-
tal attacks targeting civil society working on the 
environment, as our study indicates high vul-
nerability and uneven digital security practices.

• Actively engage with private sector actors (e.g. 
threat intelligence firms) to encourage them to 
track and mitigate specific threats to civil society,  
regardless of ability to pay for services.

• Appeal to funding bodies for sustainable fund-
ing towards fulfilling increasingly complex 
digital and physical security needs, and ensur-
ing that support provided is contextualised to 
local conditions.

• Strengthen multistakeholder advocacy efforts  
to raise the profile of digital and physical 
threats against civil society, domestically  
and internationally.
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The world is facing an unprecedented climate and environmental 
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environmental pollution, and the unbridled activities of the extractive 
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