
AssociAtion for Progressive communicAtions (APc)  
And HumAnist institute for cooPerAtion witH develoPing countries (Hivos)

Global InformatIon 
SocIety Watch 2014
Communications surveillance in the digital age

This report was originally published as part of a larger compilation,  
which can be downloaded from GISWatch.org

Creative Commons Attribution 3.0 Licence <creativecommons.org/licenses/by nc nd/3.0>

ISBN:  978-92-95102-16-3 

APC-201408-CIPP-R-EN-DIGITAL-207



112  /  Global Information Society Watch

COSTA RICA
Universal health data in Costa Rica: The potential for surveillance  
from a human rights perspective

Introduction
In May and June 2014, the guild for primary and 
secondary teachers in Costa Rica embarked on a 
lengthy strike over errors in the payment of their 
wages – the result of problems in the management 
of their personal data. The strike led to a lot of rest-
lessness over the management of public computer 
systems in general, and showed the social, eco-
nomic and political consequences of technological 
applications. National interest in the administration 
of personal data in public information systems such 
as health records grew.

Since the mid-20th century, Costa Rica has had 
a universal health care system based on a citizen 
partnership (or solidarity) model. In terms of data, 
every citizen of the country has a record contain-
ing their personal and health information. To date, 
most of these files are still paper-based, so that 
every time a patient is seen in consultation by the 
Costa Rican Social Security System (CCSS), the doc-
tor should have a physical folder that includes all of 
the patient’s medical history. 

It is easy to imagine the consequences that the 
manual handling of this information can generate 
in terms of errors, delays, loss of data and incom-
plete test results. Because of this, there has been 
an increase in legal actions brought before the Con-
stitutional Court by Costa Ricans claiming that their 
right to health has been compromised. Addressing 
this issue is particularly important in a national con-
text where there is strong pressure for privatisation.

Looking for a comprehensive and long-term 
solution, the Constitutional Court issued a ruling di-
recting the CCSS to solve this problem by issuing a 
single electronic health record (EDUS) in 2012. This 
decision is supported by a bill passed by the Legis-
lative Assembly in 2013, where the project has been 
declared a national project, and a period of five 
years given for its development. EDUS is described 
in the bill as follows:

The Single Electronic Health Record is the re-
pository of patient data in digital form, stored 

and exchanged securely, and that can be ac-
cessed by multiple authorised users. It contains 
retrospective, current and prospective infor-
mation and its main purpose is to support the 
efficiency, quality and integrity of health care.1

Due to the universal nature of the Costa Rican health 
care system, we can say that when EDUS is imple-
mented it will be a national treasure of information 
and useful data for decision making in public health. 
It will help to improve the efficiency of the service, 
and support transparency, accountability and citi-
zen oversight. However, EDUS may also be of high 
value to multiple interests outside the public health 
care system, such as private medical enterprises, 
insurers, employers, pension operators, banks, 
security agencies, advertising companies, the po-
lice and the judiciary, among others. Therefore, the 
implementation of EDUS by the CCSS is undoubt-
edly an important step towards strengthening the 
right to health among the Costa Rican population, 
but also represents a major national challenge in 
terms of the potential of this information for citizen 
surveillance, where the security and privacy of per-
sonal data are compromised.

Although pilots of some parts of the project2 
have started already, EDUS is still in the design and 
development phase. This is the right time to gener-
ate a national discussion – which has not happened 
– about what the electronic records may represent 
when it comes to public surveillance. With this 
purpose in mind, discussions have been held with 
national stakeholders: civil society, academia, law-
yers, doctors, system designers and the CCSS. They 
have different perspectives on the issue, which are 
reflected in this report.  

A human rights approach
This report focuses on citizen surveillance from a 
human rights perspective. It is considered a citi-
zen’s right to know how our data is managed, what 
information is generated from it, and for whom. 
Given this approach, it is crucial that Costa Ricans 
participate in defining how the health record is 

1 Opinion prepared by the Commission on Science, Technology and 
Education of the Legislative Assembly (2010-2014), July 2011.

2 Mainly at the primary care level (according to the proposed plan). 
See: portal.ccss.sa.cr/EDUS_WEB/edus/EDUS.html 
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built, which data will be available in the digital files, 
who will have access to what data, what policies 
and procedures are governing the privacy and secu-
rity of the information, and how to ensure that this 
information will not be used for surveillance and 
other private purposes. It is also necessary to de-
fine the mechanisms of public oversight to ensure 
processes and agreements on the management of 
the information are implemented properly.

With the understanding that this is a highly 
technical process, both from the information tech-
nology perspective and from a medical point of 
view, citizen participation in building EDUS has 
been absent so far. The process has been defined 
as a specialised health and computing process, not 
as a process that has to do with citizen information.

The analysis of EDUS must be performed from 
different perspectives, which are interrelated and 
indivisible: 

From the perspective of the right to health

As indicated in the bill, the implementation of EDUS 
is an essential condition to improve the exercise of 
the right to health in Costa Rica: 

The application of this technology in the CCSS 
aims to reduce waiting lists in health care ser-
vices, improve the quality of care and eliminate 
duplication of administrative procedures relat-
ed to the data of the insured… 

The current fragmentation of health data can 
be solved through the standardisation and 
integration of information resulting from the 
integration of programming languages, technol-
ogy platforms and operating costs in a single 
system.3

From discussions with stakeholders, several impor-
tant challenges have been identified:

• There is a great risk in seeing EDUS as the mag-
ic solution to the fundamental problems of the 
CCSS. But as noted by the Comptroller General 
of the Republic, following the implementation of 
the information system, a complete reorganisa-
tion of the institution must be undertaken, so 
that this public investment does not become an 
unnecessary expense.

• There is resistance to change by a large group 
of health care workers in general and doctors in 
particular, who consider EDUS a system that can 
be used to control their performance.

3 Affirmative opinion prepared by the Commission on Science, 
Technology and Education of the Legislative Assembly (2010-2014), 
July 2011.

• Cost and time represent a major risk to project 
success. Some of those consulted feel that there 
is a lack of good analysis of what this means now, 
and what it will mean in the future for CCSS, and 
raise concerns that EDUS may unbalance CCSS’s 
budget if a good projection is not made.

• The success of EDUS will be determined by 
other national issues that are not under the con-
trol of the CCSS, such as access to the internet 
throughout the country.

• The need to think about other models where the 
electronic health record is administered by each 
citizen (as with personal bank accounts) has 
been proposed.

From the perspective of citizen oversight  
of the health care system

Having a system such as EDUS would have a high 
value for the control and supervision of health ser-
vices, as well as accountability and transparency in 
the provision of universal service. A condition for 
this to be possible is to have accessible, updated 
and available information to enable citizens to 
learn, evaluate and propose actions to strengthen 
the universal health care system.

At present there is no information on the func-
tioning of the health care system available for 
public examination. Those interested in exercising 
this role as citizens must look at various files (of-
ten with little information), request authorisation 
to access public information, and learn to analyse 
complex and disconnected data.

Until now, the development process of EDUS 
has not referred to the integration of information 
modules that allow citizen oversight. Civil soci-
ety has not developed or proposed actions in this 
regard and seems to be unaware of the positive im-
pact this can have on universal service and citizen 
surveillance.

From the perspective of citizen surveillance

In terms of citizen surveillance, it is important to 
mention that when the EDUS bill was discussed, the 
Commission on Technical Affairs of the Legislative 
Assembly addressed the confidentiality of data for 
the first time as a human rights issue that must be 
regulated. It indicated that the technological solu-
tion chosen for the creation of the records should 
have certain characteristics, including security: 
“The electronic record and the software solutions 
that interact with it must meet the criteria estab-
lished for this purpose in the scientific, ethical and 
administrative technology field, in order to ensure 
integrity, confidentiality and availability in the use, 
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management, storage, maintenance and ownership 
of the data included in the clinical record.”4

However, in conversations for the preparation of 
this report, the issue of data security from the point 
of view of system functionality (user profiles related 
to access rights, for example) was emphasised, in-
stead of the issue of citizen surveillance, which is 
not seen as an important issue in the development 
of EDUS. Nevertheless, you can think of citizen sur-
veillance from two angles:

4 Replacement text for Article 5 of the bill, proposed by the 
Committee on Technical Issues of the Legislative Assembly, 2012.

• The provision of health data for surveillance 
from the private sector, whose interests are very 
diverse, ranging from strengthening the private 
health schemes that compete with universal 
public service, to designing advertising cam-
paigns for specific target audiences.

• The availability of health data for surveillance 
by the state, whose current and future interests 
may also be very different, starting with public 
safety to the repression of social and popular 
movements.

TABLE 1.

Summary of discussions on EDUS with key stakeholders

Right to health Citizen surveillance

Progress

Greater control and monitoring of the provision 
of health care services

Greater efficiency in health care services

Would strengthen universal service

Facilitates the prioritisation of care according to 
health conditions

There is a good data protection law

Favours an analysis of the health care system for 
decision making

Facilitates accountability and transparency

Allows greater control and oversight by citizens

It is an opportunity to have an open database 
available to the public

Risks

Information should belong to the people, not 
the health care system.

To ensure universality it is essential that 
all citizens have equal access to their elec-
tronic records, no matter where they are 
geographically.

Doctors are seeing electronic records as a way 
to control their performance. There is resist-
ance to change.

The financial cost of the project is very high and 
the state does not have the resources to de-
velop it. It also has associated long-term costs 
that are not contemplated.

Implementation time is very short for the com-
plete system.

Need for thorough reorganisation of CCSS.

Technological solution is seen as the magic 
solution.

Regulation:

Despite the good data protection law, the regulations 
and accompanying implementation at national level 
are weak.

Technology policies, agreements and conditions for 
the safeguarding of health data are unclear.

There is no specific legal framework for health 
records. 

Internal process: 

There are different views within the CCSS on what to 
do in terms of technological development in general, 
and specifically when it comes to EDUS.

There is a need to update staff at CCSS on the 
governance of health technologies, security and data 
privacy, open government and citizen surveillance.

Development process:

The CCSS, which oversees the implementation of 
EDUS, has emphasised the functional aspect of the 
system rather than the security and privacy of data 
and the potential of citizens monitoring the data.

Civil society, health actors and decision makers are 
not informed about the development process of EDUS, 
nor have they discussed aspects of security, privacy 
and surveillance in these instances.

Source: Prepared by the authors.
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The information in the health record belongs by law 
to the CCSS. Currently the EDUS process involves 
developers, database administrators (responsible 
for the “data centre”), support staff and health 
personnel who have access to different groups of 
data, which are handled in line with confidentiality 
clauses. The policies or regulations that will consti-
tute the legal framework for the management and 
protection of the health records are not yet defined. 
The existing regulatory framework dates from 1999 
and corresponds to physical files. While there is a 
very good law for data protection in Costa Rica, its 
regulations and implementation remain weak.

According to the stakeholders interviewed for 
this report, in the CCSS there are multiple visions of 
what should be done in terms of the development 
of information and communications technologies 
(ICTs), as well as computer systems, including 
EDUS. A discussed and shared policy, updated in 
the light of major issues such as the governance of 
health technologies, citizen surveillance, open gov-
ernment, security and data privacy, and the use of 
cloud technology, among many other urgent tech-
nological considerations, is not available.

Discussions with stakeholders show that ad-
dressing citizen surveillance has not been a priority 
in the development of EDUS up until now. This is 
compounded by the lack of understanding of the 
topic and the risks entailed at the technical and 
political levels. It is possible that the issue of sur-
veillance might not be a priority, because it is not 
visible.

One can tell that the development of EDUS is 
caught between two forces: On the one hand the 
political pressure and the mandates of the Consti-
tutional Court, the Legislative Assembly and the 
Comptroller General’s Office in terms of the right to 
health; and on the other hand, the need for clearly 
defined policies, the strengthening of knowledge 
and skills, and citizen participation to address the 
system from perspectives that go beyond the tech-
nical aspects of computing.

Action steps
To address the issue of citizen surveillance in Costa 
Rica, the following steps are proposed:

• Continue the discussion with academia, the 
CCSS, civil society and other stakeholders to 
strengthen understanding of the topic of citizen 
surveillance in Costa Rica, specifically in the 
case of EDUS.

• Civil society should participate in forums where 
the issue is being addressed (CCSS, the leg-
islature, the Medical Association and the Bar 
Association, among others).

• Raise awareness in community health commit-
tees and associations on the subject of health 
information systems.

• Create opportunities for citizen participation in 
the design, development and implementation of 
EDUS so that it is not perceived as a technical 
issue but as a matter dealing with the right to 
information.

• Strengthen the training of staff in the judiciary, 
the CCSS and the legislature on issues such as 
citizen surveillance, security and data privacy.

• Strengthen the technical capacity of health staff 
on the development of public information sys-
tems and the importance of managing privacy 
and data security, as well as the risk of citizen 
surveillance.




